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We propose considering Quantum Key 
Distribution (QKD) protocols as a use case for 
Quantum Machine Learning (QML) 
algorithms. We define and investigate the 
QML task of optimizing eavesdropping 
attacks on the quantum circuit 
implementation of the BB84 protocol. QKD 
protocols are well understood, and solid 
security proofs exist enabling an easy 
evaluation of the QML model performance. 
The power of easy-to-implement QML 
techniques is shown by finding the explicit 
circuit for optimal individual attacks in a 
noise-free setting. For the noisy setting we 
find, to the best of our knowledge, a new 
cloning algorithm, which can outperform 
known cloning methods. Finally, we present a 
QML construction of a collective attack by 
using classical information from QKD post-
processing within the QML algorithm. 
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Figure 1: Quantum circuit representation of the 
BB84 protocol. The communication channel is 
represented by a qubit with Alice and Bob at 
each side. Eve has access to an ancillary 
system and can interact with the line. 
 
 
 

 
 

Figure 2: Comparison of the PCCM with the 
results of QCL. We conducted eight QCL 
training rounds with different parameters. 
Optimization results are marked by diamonds, 
colored according to the training step 
 

 

 

 

 

 

 

 


