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An interactive quantum zero-knowledge 

protocol [1] is proposed and demonstrated 

in modified Quantum Key Distribution 

devices [2][3] executing two fundamental 

cases between a verifier and a prover who 

pre-share a secret. In the first case, all 

players are honest, while in the second 

case, one of the users is a malicious player. 

The acceptance or rejection of the proof is 

determined by the Quantum Bit Error Rate 

(QBER) where an increase around 25% is 

demonstrated in the second case over the 

case of honesty. Additional proofs have also 

been carried out for distances up to 60 km 

between verifier and prover. The security 

and robustness of the protocol has been 

analysed, demonstrating its completeness, 

soundness and zero-knowledge properties. 
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Figure 1: Quantum Zero Knowledge Protocol 

 

 
 

 
 

Figure 2: QBER Comparison between honest 

and dishonest cases 

 

 

 
 

Figure 3: QBER versus link losses in the honest 

case 

 

 


