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The impact of quantum computing on 

classical cybersecurity has been discussed 

extensively over the past 30 years, leading 

to the development of post-quantum 

cryptography. At the same time, relatively 

little attention has been paid to the security 

of quantum computers themselves. 

The little research that studied vulnerabilities 

of quantum computers until now has 

focused on a scenario where circuits 

belonging to different users are executed on 

the same quantum chip at the same time. 

[1][2] This mode of operation is not yet in 

possible. 

We focused on vulnerabilities of 

superconducting QPUs that are available 

today. 

We conducted two experiments on the 

ibm_osaka quantum chip where we 

leveraged the imperfections of the reset 

operation, and we show that: (1) an 

attacker can infer the final state of the 

circuit that ran before him, stealing the 

results of the computation. (2) an attacker 

can leave qubits in a higher excited state so 

that the circuit that runs after him will start in 

a state that is not the ground state, 

compromising the results. 
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Figure 1: Attacker measuring '1' when victim 

measured '0' vs '1'. 

 

 
 

 
 

Figure 2: Probability of victim qubits starting in 

state |1⟩ when the attacker has prepared the 

qubits in state |0⟩, |1⟩, or the second excited 

state (|2⟩). 
 

 

 

 

 

 

 

 


