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Data mining and analysis over large 
Genomic databases promise major 
advances in medicine. Protecting the 
privacy of the data owners demands the 
use of adequate and sophisticated 
cryptographic primitives and protocols [1]. 
Nevertheless, to make the genomic data 
useful we must ensure large-scale 
interaction between data owners that do 
not trust each other. This trade-off between 
data privacy and data mining can be 
reached by implementing secure multiparty 
computation (SMC) functionalities [1]. The 
cryptographic primitive oblivious transfer 
(OT) plays a central role since it allows for the 
implementation of any SMC functionality [2]. 
However, classical implementations of OT 
are computationally very demanding, 
requiring a strong relaxation in the security. 
To overcome these constraints, we design, 
test, and implement in a real quantum 
network, a SMC service capable of 
compute a public phylogenetic tree from 
private genomic database. To implement 
that functionality, we develop a quantum 
oblivious key distribution (QOKD) protocol 
from which we generate OTs [2]. 
In this work we present recent results of the 
implementation of a SMC service involving 
three private genome databases. We test 
our SMC in the Madrid quantum network, 
see Figure 1. The three nodes ran a 
quantum-enabled SMC procedure to jointly 
compute the matrix distance of the 

genome sequences. This without revealing 
their private genome sequences. Each 
node pair consumed oblivious keys, 
generated through the implementation of a 
QOKD protocol, as well quantum key 
distribution protocol. The final output, shared 
by the three nodes, was the phylogenetic 
tree corresponding to the genome 
sequences belonging to the three private 
genome databases. 

 
Figure 1: Madrid quantum network. 
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